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This is an example of a document 
that hag some confidential and some 
-non confidential contents. This 
opening paragraph is not 
confidential. 

second paragraph is confidential 
id should be encrypted for security, 
except for the word "friendship 1 * that 
may stay clear. 

concluding paragraph is not 
onfidential and may stay clear, 
except for the clause "Top Secret" 
that should he encrypted- / 
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FIG. 2B 



This is an example of a document 
that has some confidential andsoxne 1 
non confidential contents. This 
opening paragraph is not 
confidential. 

ekfudj cafpshdifuasyfhdofigihdsyisdf 
,Jqlgogfvaifip;,asdc^^ 
rie8dsdisskfqasdepol^nd w fiiBidship T * 
ufgssdsfdsfdhgojpio 

This concluding paragraph is not 
confidential and may stay clear, 
except for the clause ^Jkgfudgf f 
feat should be encrypted. 
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This clause Is a part of a document. Only the next five words 

KWKfflM^BffWfffifB The user selects them using "cut" and "paste* 
tools which are included in most popular word processors. 
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This clause is a part of a document Only the next five words j 
KBBIWMMHS^^^l The user selects them using "cut" and "paste" 
tools which are included in most popular word processors. 
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[— > USE KEY NO. 17 <— ] »»>KE 
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This clause is a parrot a do cument. |6nlythene^fivevwrd^\ 
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qasw gsgsdfg dgdsf sdljk kj 



sdljk kj 



<«« The user selects them using "cut* and "paste" 
tools which! are included In most popular word processors. 
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This clause is a part oKa document. Only the next five words «start 
encrypting^ are going to be encrypted «stop encrypting». Tne user 
marks them by inserting strings of characters that canlbe interpreted by an 
encryption sevice as marks for starting and stopping tne encryption 
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This dause is a part of\a document. Only the next five words «slart 
encrypting>> rwrw rqer^qwrtret ter «stop enctypUng». The user marks 
them by inserting strings of characters that can be interpreted by an 
encryption sevice as marks for starting and stopping tn^ encryption. 
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This /clause is a part of/a Ow-. 7 - - . _ 

KEYNO 17<— ] »»^>KE rwrw rqer'qwrtret ter <<<«. The user marks 
them by inserting strings k characters that can b^f/P^f^y 3 " 
encryption sevice as rrWks for starting and stopping the encryption. 



document. Only the next five words [— -> USE 
irqwrl 
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Appearance 

The appearance of this 
document is very important and 
the author wants it to look like 
the original, even if it has to be 

encrypted. 

Confidentiality 

The confidentiality of the 
second paragraph of this 
document is very important, and 
the author want it to be 
encrypted, even if encryption 
would ruin its visual 
appearance. 
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Appearance 

The appearance of this 
document is very important and 
the author wants it to look like 
the original, even if it has to be 

encrypted. 

Confidentiality 

rjewwqerqwre qwessfg 
sdfgsfgsd fgsfgsdfgssg fgsfgsh 
wrjumn ujnube tnueu bdunuws 
ytwgwrtw tfertnj wjneuhey 
uehuhenueutrt uen 
heuuetryyryury 
euyrytrtyrrytttrtyy 
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Th l- j- a mpn» of a document text that contains control characters. 
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\rtlch\ttrch This is a short flrtich \ab\afS Mtrch \b exarnple\rtlch\ltrch } of a 
document text that {Vrtlch \af6\aul \ftrch \ul containsVtlchMtrcri } 
control characters\rtlch\ttreh ArtlcrAttrch XrttchMtrchN^ 
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\rtJch\itrch qwrnwer weiw wer{\rtlcri \ab\af6 \ltrch \b SdfWkpJ \rtich\Jtrch } 
wqhnbynyuvnertynetvn (\rtlch \afS\aul Mtrch \ul sl[pfiux \rtlch\ltrch } 

yertwrwtry jhjljji \rtlch\itrch .\rtlch\ftrch \rtlchMtrch 

— ' RG.6C «7 



qwrnwer werw wer 8df 
198- 



>l wqhnbynytrynertyneryn slfofiyx yertwrwttyjhigp. 
FIG. 6D 199 
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User enters a "copy" command that causes a 
selected area to be copied to tne "clipboard" 



compare present "clipboard" to a "copy buffer that holds 
tne clipboard created by the previous 'copy command 





copy present dipcoarc into 
"copy buffer* 



execute special operation that 
is triggered by a 'ccuble copy* 
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FIG. 9 




320 



idle until next "copy* command 
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Subscribe to clipboard 
chances notification chain 
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Wait for clipboard 
change notification 




T 



Notification of 
clipboard change 




Compare first 1 28 clipboard bytes 
with internal buffer 
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Store new 128 bytes 
in internal buffer 



356 




NO 



FIG. 11 




Launch 
'second process' 
& switch to it 
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